












Oh, to be 18 again.
Deputies from Collier, Seminole

and St. Lucie counties had a taste of
the younger life when they posed as
high-school seniors and hung out at a
Collier County high school just long

enough to bust 15 of their "class-
mates" for drugs.

Deputy Brian Russell, age 23,
posed as a high-school student from

August 23 until October 10 in "Opera-

tion Crime Free Schools. " In addition

to the students, 10non-students were

also in custody, and eight were being

sought.
During the two-month period,

students and others offered to sell the
deputies drugs including marijuana,
cocaine, LSD and illegal sedatives.

The investigation was the result
of the concern over ready availability

of drugs in the schools. In May 1995,
a deputy went undercover in one of
the high schools as a test run and was
offered drugs a dozen times. This
convinced authorities to widen the
scope of the investigation and to con-

tinue it in the new school year. The
investigation was a cooperative effort

between the Collier County School
District and the Collier County Sher-
iff's Office.

Sheriff Don Hunter of Collier
County asked to borrow a deputy
from the St. Lucie County Sheriff's

Office to prevent his own deputies
from being recognized. Sheriff Bobby

Knowles chose Brian Russell because

of his youthful appearance.

School's in

"We had to do whatever was
required of us in class,

" Russell says.
That included standing up and
answering questions about home-

Deputy Brian Russell, St. Lucie county

work or class assignments. Although
the principal was in on the investiga-

tion, he says, the teachers had no idea
of the deputies' identities.

Asked how it felt, Russell says, "It
was weird at first. I've lived at Ft.
Pierce all my life, so I've never been
the new kid at school. That's what it
felt like. "

Because the sting lasted only
eight weeks, the deputies didn't have
to deal with the dating scene. "It gave
us just enough time to do what we
needed to do, but we didn't have to get
on the personal level. We didn't have
to deal with homecoming or explain
why we weren't going.

"

The school that Russell and oth-

ers were assigned provided a good
case study. "They had all kinds of
kids, "he says. And all had their own
"uniform" of sorts.

"Some wore jeans with an
untucked T-shirt, " he says. "Some
wore hippy-looking clothes. And there
was a group that wore their hair long,
so I didn't look out of place in my blue

jeans, T-shirt and tennis shoes. "

Taking on an identify was fairly
easy, he says. He and the other
deputies pretended to group together
because they were all new to the

school. "We just went in and estab-
lished who we were. "

The way they located their target
was to tell other students they were
new in town and wanted to know
what was happening that weekend.
Some would talk about social get-
togethers, others beer parties, and
others pot parties.

"We'd act like we just wanted to
know who's going where and they' d
tell us this movie's good, this bowling
alley's good. Or they'd say there's a
big pot party this weekend. You just
read whatever kid you were talking

11

Extracurricular activities
Going to school was mostly to

establish credibility, Russell says.
"Just because we were sitting next to
this kid in school, we were one of
them. " The most productive times for
him, though, were the weekends and
nights. The accepted mobile lifestyle
of today's teenager helped them pull
it off.

"(Digital) pagers are a big deal
with kids these days, so it was not
uncommon for us to have pagers.
We'd tell them to give us a page-
we' ll be out at the mall. "

They started buying drugs from
other students and attempted to find
out their source. "We were accepted
by them. They had no idea who we
were. "

Asked to name the hardest part
of the undercover work, Russell says,
"The most difficult part about it was
just trying to keep my 18-year-old life
separate from my 23-year-old life. I
really had to watch myself every time
I was out of my room. We just didn' t
know who might see us."

For example, he says, "Ihad to be
18 just to get up and go to breakfast.
That was difficult to get used to, but
you never knew if you went to
McDonald's and some kid might rec-
ognize you.

"

See you in class, man.
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Sex Crimes On TI& Internet:
What Parents Need to Know
By: Jutie S.Bettinger

ometimes, Orange County
Sheriff's Office investigators
have to think like adolescents.

They sit at a computer and type
words that only a 12- or 13-year-old

would use. They ask naive ques-
tions and innocently share personal

details about their made-up lives
with one goal in mind: to snare
would-be pedophiles and child
molesters who are using the comput-

er and the Internet to target their
young victims.

"I'm not joking; we could work a
case a day if we had the time and the
resources to do it, " says Sgt. Ken-

neth Cox, supervisor of the sex
crimes/child abuse unit in Orange
County.

Cox says it's a bigger problem
than most people know. And when

his investigators pose as children—
innocently entering private comput-

er online "chat rooms" with an adult
—they are often propositioned for
sex within the first 10 minutes.

Legislation is being proposed
this year by Rep. Bob Sindler (D-

Apopka) that would not only make it
easier to identify criminals, but also

to prosecute them. It's being called
the "computer pedophile bill, " HB
1069.

There are many loopholes in the
current law that are thwarting pros-

ecutions. If deputies are posing as
children, a defense attorney could

argue that the defendant wasn' t
really proposing a lewd act on a
child. Investigators hope to change
the wording to clarify intent by stat-

ing it as "committing a lewd act on a
child or that which is believed to be
a child. " These changes would make
it much easier to prosecute.

Some of the other hurdles
include the fact that the statewide
prosecutor doesn't work sexual-bat-

tery cases, and Cox says legislation
should help put that under their
realm of authority. That's important
because the Internet is worldwide;
not everything happens in the Sher-
iff's jurisdiction.

The legislation also seeks to
make the sending of pornography to
a child a third-degree felony and to
make it a felony to entice or lure a
child to participate in a lewd act,
exposure or sexual battery.

But legislation takes time, and
in the interim, law-enforcement offi-

cers are doing what they can to send
a message to criminals by catching
them in the act. Still, budgets are
tight, and Cox says the cost of many
hours using online services for
investigations add up.

Case studies
Sheriff Ken Beary's Orange

County Office first became involved

in investigating sex crimes on the
Internet when a case was referred
by a Maryland investigator. A

young girl met a man while chatting
over the Internet. She was having
problems at home and confided in
him. He convinced her to run away
and even sent her a plane ticket.
When the two met, he took her to an
Orlando hotel room, raped and
sodomized her. Then he took her to
Miami, where she was eventually
able to escape. When she finally
made it home to Maryland, she
reported the incident to authorities.

The case has received wide
acclaim, including a feature in YM

magazine, which is geared to young
women age 15 to 24.

Following his investigators'
involvement in solving the Mary-
land case, Sheriff Beary became con-

vinced to take a proactive approach
in combating this heinous crime. He
allotted time and resources for his
investigators to pursue other Inter-
net cases.

The new venture has created an
ongoing learning experience for Cox
and his deputies.

They' ve learned that pedophiles
will first contact kids and try to low-

er their inhibitions by sending them
hundreds of sexually oriented pic-
tures. They groom them by explain-
ing sex techniques and take
advantage of the adolescent's curios-
ity. Then, they try to convince the
child to meet them.

Cox says Orlando is a popular
target because many people travel
there for business or vacation, and
the pedophiles hope to start a rela-
tionship with a youth in a location
they are more likely to have the
opportunity to visit.

"The people involved in this sort
of thing are very computer literate, "

Cox says. They' re also highly edu-
cated and affluent, with computer
service bills topping $300 to $400 a
month.

Something else that Cox and
others have learned is that gender
doesn't matter. Investigators can
pose as a young boy or girl and be
solicited quickly by an adult, who is
almost always male.

!0 THE SHERIFF'S STAR N MARCH / APRIL I 996



Devious ways
Children are such easy targets,

Cox says, because even though they
continue to talk innocently, almost
self-consciously trying to avoid the
direction the conversation is taking,
the pedophile deviously continues to
steer them into discussing sex.

Sexual predators often use the
same tactics. They set themselves

up as the person who understands
the kid's problems. And though
some get their sexual gratification
just by talking dirty to kids, Cox
says, "The ones who try to lure them
are the most scary. "

One of the common introduction

techniques a pedophile uses is
reviewing profiles on the child,
which are readily accessible through
a few taps on the keyboard.

"The kid might write that he
likes to have fun, and the (pedophile)
will ask, 'What kind of fun do you
like to have?' to engage them in con-

versation. "

Though addresses aren't given
in profiles, Cox says, the online
pedophile will try to find out what
side of town the child lives on. And

if they are not far away, he says,
within a half hour of "chatting, " the
adult will ask the child to meet him

the same afternoon or the next day.

As unusual as it may seem, the
pedophiles don't try to disguise their
identities. They don't hide the fact
they are adults, and very often will

even use their real names.

Criminals capitalizing on informa-

tion explosion
Because the technology is so

new, and agencies haven't been able

to keep pace with the explosion of
cases, online pedophilia is predicted
to be one of the fastest-growing
crimes in the nation.

Law-enforcement agencies, with

their limited budgets and resources,
are struggling to keep up with the
technology and alert lawmakers to

new developments.
The worst part is that just as

software is being developed to block
pornography and law-enforcement
officers are finding ways to catch the
culprits, the criminals' high-tech
knowledge is being put to work to
develop software and other tech-
niques to avoid being caught.

Until there's regulation, it' s
open season for pedophiles.

"My impression is that it's the
wild, wild West out there, "

says Jack
Norris, an assistant attorney gener-
al in Attorney General Bob Butter-
worth's office. "There's very little, if
any, regulation of a whole new arena
of information and communication.

"I think law-enforcement offi-
cers are doing a great job of trying to
track down these pedophiliacs,

"Nor-

ris says. Butterworth is also work-

ing diligently on the topic of online
crimes. He's met with online service
providers, along with attorney gen-
erals from other states and the Fed-
eral Trade Commission, to discuss
the issues and try to enlist their
cooperation to help insulate children
from exposure to the extremely
objectionable material.

It's a whole new arena, though,
Norris admits. "There are all kinds
of evidentiary rules; the problem of
jurisdictional rules. "

And parents can't count on regu-
lation taking away the very real
threat of their children becoming a
target. Norris points to the fact that
efforts to regulate television are just
beginning to be taken seriously by
entertainment executives today.

Meanwhile, Internet cases con-

tinue to add up.
"We're just touching the tip of

the iceberg, " Cox says. The Florida
Department of Law Enforcement
has a full-time agent in Orlando who

is working on these types of cases.
The city of Orlando is also contem-
plating getting involved in Internet-
related crime investigations.

Parental guidance suggested
Parents who read about inci-

dents such as the Maryland case feel
helpless to defend against a similar
incident happening to their children.

Because Internet policing is a
new frontier, Norris says, "There
needs to be extra vigilance on the
part of parents, because the safety
systems haven't been set up.

"

With the advent of two-income
households and the large number of
single working parents, he says chil-
dren will have access to information
they never dreamed of.

"Sometimes it's wonderful liter-
ature, "

Norris says. "But it may also
be the most immoral information
they could get.

"

Norris says parents should
restrict use of the computer until
there is a system set up. "They need
to supervise and participate with
their children's use of the computer.
You just can't put them in the corner
with it and let them do their thing. "

In explaining the dire conse-
quences, he says, "Would you take
your kid and drop them off at a strip
of nude bars and shows? No, you
wouldn' t. There are age limits on
certain activities, but there are no
age restrictions on computer use. If
parents don't intercede, something's

going to happen.
"

Orange County's Cox also has
advice for parents.

"Certainly awareness is one
issue, "

says Cox. "The most impor-
tant thing is supervision. I would
never allow my child to be on that
computer unsupervised. "

Cox also recommends looking
into software that's been developed
to lock kids out of certain areas of
the net. But like law enforcement,
parents need to be diligent in their
efforts and stay educated about new
developments. They must work to
beat computer pedophiles at their
own game. For their children's sake.
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By: Julie S.Bettinger

hink for a moment about how dif-

ficult it is for an artist to draw

from an image in his or her mind.

Now imagine how much more difficult it
would be to draw from an image in
someone else's mind.

It's something that composite
artists have been doing for ages —inter-

viewing crime victims and witnesses
and piecing together an image so that
law-enforcement officers might recog-

nize a suspect on the street.
The art form has been taken a step

further in recent years through the
work of the National Center for Missing

and Exploited Children. This national

organization has designated law-

enforcement artists from Florida and

other states to use their skill to age-

progress school photos of missing chil-

dren to help people recognize children

who have been missing for three or
more years.

Florida's two age-progression
artists are located at the St. Johns
County Sheriff's Office, and their work

appears on everything from milk car-

tons to direct-mail postcards —all over

the nation.

Vincent Russo, a detective in crimi-

nal investigations, was chosen as one of

the artists from a pool of 32 applicants

and has been developing his craft for the

past two years. Russo's experience in

composite pictures and his knowledge of

computer drawing programs helped him

win the first designation in Florida, he

says.
After completing 80 hours of course

work to learn the art, including inter-

viewing techniques and the special com-

puter software used for age progression,

Russo became a valuable tool for help-

ing to locate missing children through-

out the country.

Now, he not only age-progresses
Florida kids' photographs, he also works

on cases in states where no artist has yet
been established.

The caseload is unpredictable, he
says. "You may only have a couple in a
month, or you may have five in a week.
You may go two months without one. "

Missing children range in age from 2
or 3 months to 18 years. Most are age 12
to 16.

Russo says the biggest change in
children's looks occur between the ages of

7 and 10. He says that by the time they
reach 14 or 15, the changes, especially in

females, slow down significantly.

Contrary to television and movie

portrayals, Russo says the computer does

not do all of the work. The computer does

make it much easier to piece certain fea-

tures together, and blend important fea-

tures from other photographs, but when

it comes to details such as replacing baby
teeth with permanent teeth —he has to

rely on his own drawing skills.

Progressing to a target age
Snapshots of the missing children,

pictures of his or her parents as children

and pictures of siblings are first electron-

ically scanned, converted into a computer

file and placed on the screen side-by-side.

The best photographs to work with are
school pictures, Russo says. "With school

pictures, everything is perfect. The back-

ground isn't distorted and the lighting is

right. They' re taken indoors, and almost

every school picture is the same. "

Once scanned, Russo blends the
common features of the parents' and sib-

lings' pictures into the image of the miss-

ing child. He also tries to keep the same
facial proportions —eyes are the same
relative distance apart and the same rel-

ative distance from the nose, mouth,
ears, chin and jaw. When complete, the
face is usually longer, a bit thinner and

lacking the baby fat that characterizes
the first five to seven years of a child' s
life. Finally, he adds the appropriate
hairstyle and clothing to match the age.

Although his work is rewarding,
Russo says he doesn't get personally
involved in the cases, so he rarely finds

out if a child he has drawn is ever found.

The National Center For Missing
and Exploited Children reports that in
1988-89—before computerized age pro-

gression —the center had a resolution
rate of about 66 percent. That rate now

stands at 78 percent, and officials
attribute much of the improvement to
the ability to age-progress pictures.

Helping locate
criminals, too

Russo's art is also useful in other
aspects of law enforcement. In addition
to his work helping to find children, he
uses his skill to age-progress fugitives,
making changes to hair styles or facial
hair —features that might hinder a
law-enforcement officer's ability to rec-

ognize them.
One point Russo tries to clarify

about composite drawing is that it's not
as simple as it appears in the movies.
"The victim doesn't just come into the
law-enforcement agency and start
describing the person, " Russo says.
Instead, the first thing they usually say
is, "I can't remember what the guy
looked like. "

Once a few carefully crafted ques-

tions are posed, he says, the person will

usually start rambling. Some of the
more obvious features come out first,
but it's the subtle details that he has to
dig for.

A lot of the interviewing has to do

with getting the person to relax. Russo
also asks who the person reminded him
or her of —a celebrity, an uncle or
another relative? Sometimes he' ll tap
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into other senses, including the sense of

smell. The more senses involved in the

memory, the better the person is able to
piece it together, he says.

One case Russo remembers well is

that of a bank robber in St. Augustine
—one that investigators dubbed the
"gentleman bandit. " The man's compos-

ite, drawn by Russo, was featured in
"Unsolved Mysteries,

" and the fugitive

was eventually caught in Georgia.

As the FBI agent involved with the
case was reviewing other files, he noted
Russo's composite and asked the crimi-

nal if he had ever robbed a bank in St.
Augustine. The man said yes, and even-

tually several of St. Johns County's cas-

es were solved.

Each composite is different, Russo

says. And the interview can take any-

where from two and a half to three
hours.

Details of the case help Russo
develop the right questions to ask.
Then, he says, "It's a matter of pulling

that information out of their brain and

putting it on a blank piece of paper. "

Russo uses visual guides such as nose,

eye and mouth profiles, because it helps

the witness or victim to have something

with which to compare.

When drawing, Russo has to fight

the urge to second guess the witness'

description, he says. "There have been

times I'm doing a composite and I'll
want to say, do you really think this
guy's face is that long? That's the artist
coming out in me, I want to make this

person look more human. "

The way it usually works, though,

is that once the suspect is caught he' ll

learn that the person did, in fact, have a
very long face.

Russo admits that he's always anx-

ious to see the face of the criminal once

he or she is caught. Still, he says, he
doesn't take it personally if there's not

as much of a resemblance as he would

like.
"You have to keep in mind that your

composite is only as good as your wit-

ness' memory,
"he says.
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Russell Swartzel is 95 FSA
~

- ~ . ~ - ~

By: Zbm Berlinger

Director ofOperational Services

Florida Sheriffs Association

acksonville - Each year, the Flori-

da Sheriffs Association solicits
nominations from member Sher-

iffs —assigns a screening committee-
and chooses one individual to honor as

the FSA Correctional OKcer of the Year.

This year, the committee chose a
person who has been employed by the
Jacksonville Sheriff's Office since 1987.
His name is Russell A. Swartzel.

Sheriff Nat Glover reported that
Officer Swartzel has worked for Jack-
sonville's Correcbons Division "in every

imaginable job assignment you can
thing of,

"during his eight year tenure

with the agency. Swartzel's present
assignment is Jail industry Micer, a job

which has him overseeing an inmate

work program within a metal shop.

Since taking on this important role,

Officer Swartzel has made signi6cant

improvements within the James I.
Montgomery Correctional Center.

He taught inmate work teams to
manufacture window louvers for each

building, as well as extern@ air ducts, a
security garbage chute, weight benches,

cutting tables, playground equipment

for community schools and parks, and

institutfonal style dining room tables

with attached benches.
Swartzel's group also designed and

built the SWAT Team obstacle course.

Day in and day out, Swartzel
proves himself to be a valuable asset, a
dependable employee, and an honest

and trustworthy self-starter who sets

absolutely no limits on the tasks he can

accomplish, reports Sheriff Glover.

Other than having the ability to
manufacture almost anything from

scratch, Glover said that Officer
Swartzel trains inmates to learn weld-

ing, carpentry, and —in stark to con-

trast to any notions you might have—

he teaches inmates
the delicate and fine

art of artistic paint-

mg.
In fact, some

time ago, when
National Corrections

OFicer week was cel-

ebrated in Jacksonville, Swaxtzel
emerged from behind the scenes to
design and paint a distinctive logo for
this annual celebration. It wss such an

impressive design that it received high

praise kom city oKcials within the com-

bined City ofJacksonville.

He doesn't stop there. In his off

duty time, Officer Swartzel is involved

in a wide and varied amount of civic and

religious activities. He assisted his local

church by designing snd installing s
massive sound system for his fellow

parishioners, and regularly volunteers

for the local school board.

Officer Swartzel also instituted a
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Quval County Sherlft Nat Glover, left, and
FSA president &m Iwylander, rear, conyratu-
late Russell Swartael on wlnnlnS Correction-
al Officer of the Year. Swartzel Ie Joined by
hie daughter, pepl, and wite, Ilercedea.

system for re-furbishing handcuff and
inmate rest@mt seta, e8~ s savings

of untold thousands of doHars.

Officer Russell Swartzel was recently
named the 1996C~ons Micer of the
Year for the City ofJ~nville. Now, he
is honored by being n,smed among the
best our state has to offer: the statewide
1995Correctional Officer of the Year. For
his efforts, Swsxtml was aw~ s hand-

some plaque snd a cheek m, the amount of
81,000.




